
HIPAA COW
HIPAA BUSINESS ASSOCIATE ADDENDUM

Disclaimer

This HIPAA Business Associate Addendum is Copyright ( 2009 by the HIPAA Collaborative of Wisconsin (“HIPAA COW”).  This document reflects the breach notification regulations issued August 24, 2009 and interpretation of the provisions in the HITECH Act of the American Recovery and Reinvestment Act.  The Department of Health and Human Services has indicated that they expect to publish regulations addressing the business associate provisions in ARRA on or before February 2010.  Such regulations may require changes to this Business Associate Agreement template.  

It may be freely redistributed in its entirety provided that this copyright notice is not removed.  It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.  This HIPAA Business Associate Addendum is provided “as is” without any express or implied warranty.  This HIPAA Business Associate Addendum is for educational purposes only and does not constitute legal advice.  If you require legal advice, you should consult with an attorney.  

This Addendum (“Addendum”) amends and is hereby incorporated into the existing agreement known as _______________________ (“Agreement”), entered into by and between _____________ (hereinafter “Business Associate”) and __________________ (hereinafter “Covered Entity”) on ____________.

Covered Entity and Business Associate mutually agree to modify the Agreement to incorporate the terms of this Addendum to comply with the requirements of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and HIPAA’s implementing regulations, the Standards for Privacy of Individually Identifiable Health Information (the “Privacy Rule”) and the Security Standards for the Protection of Electronic Protected Health Information (the "Security Rule") found at Title 45, Parts 160 and 164 of the Code of Federal Regulations, dealing with the security, confidentiality, integrity and availability of protected health or health-related information.  If any conflict exists between the terms of the original Agreement and this Addendum, the terms of this Addendum shall govern.

1. Definitions:

Breach:  Means the acquisition, access, use, or disclosure of protected health information (PHI) in a manner not permitted under the Privacy Rule which compromises the security or privacy of the PHI.  For purpose of this definition, “compromises the security or privacy of the PHI” means poses a significant risk of financial, reputational, or other harm to the individual.  A use or disclosure of PHI that does not include the identifiers listed at §164.514(e)(2), limited data set, date of birth, and zip code does not compromise the security or privacy of the PHI.

Breach excludes:

A.
Any unintentional acquisition, access or use of PHI by a workforce member or person acting under the authority of a Covered Entity (CE) or Business Associate (BA) if such acquisition, access, or use was made in good faith and within the scope of authority and does not result in further use or disclosure in a manner not permitted under the Privacy Rule.

B.
Any inadvertent disclosure by a person who is authorized to access PHI at a CE or BA to another person authorized to access PHI at the same CE or BA, or organized health care arrangement in which the CE participates, and the information received as a result of such disclosure is not further used or disclosed in a manner not permitted under the Privacy Rule.

C.
A disclosure of PHI where a CE or BA has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information.

Protected Health Information (PHI) means individually identifiable health information that is:  transmitted by electronic media; maintained in electronic media; or transmitted or maintained in any other form or medium.
  PHI includes demographic information unless such information is de-identified according to the Privacy Rule.  “Protected Health Information” includes without limitation “Electronic Protected Health Information” as defined below.

Electronic Protected Health Information (ePHI) means protected health information, which is transmitted by Electronic Media (as defined in the HIPAA Privacy and Security Rule) or maintained in Electronic Media.

Electronic Health Record means an electronic record of health-related information on an individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff.

Individual means the person who is the subject of PHI, and shall include a person who qualifies under the Privacy Rule as a personal representative of the Individual.

Unsecured Protected Health Information:  Protected health information (PHI) that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of technology or methodology specified by the Secretary in the guidance issued under section 13402(h)(2) of Pub. L.111-5 on the HHS website.
  

A.
Electronic PHI has been encrypted as specified in the HIPAA Security rule by the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without the use of a confidential process or key and such confidential process or key that might enable decryption has not been breached.  To avoid a breach of the confidential process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt.  The following encryption processes meet this standard.


i.
Valid encryption processes for data at rest (i.e. data that resides in databases, file systems and other structured storage systems) are consistent with NIST Special Publication 800-111, Guide to Storage Encryption Technologies for End User Devices.


ii.
Valid encryption processes for data in motion (i.e. data that is moving through a network, including wireless transmission) are those that comply, as appropriate, with NIST Special Publications 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) 
Implementations; 800-77, Guide to IPsec VPNs; or 800-113, Guide to SSL VPNs, and may include others which are Federal Information Processing Standards FIPS 140-2 validated.

B.
The media on which the PHI is stored or recorded has been destroyed in the following ways:


i.
Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed.  Redaction is specifically excluded as a means of data destruction.


ii.
Electronic media have been cleared, purged, or destroyed consistent with NIST 
Special Publications 800-88, Guidelines for Media Sanitization, such that the PHI cannot be retrieved.

2.
Capitalized terms used in this Agreement, but not otherwise defined, shall have the same meaning as those terms in the Privacy Rule or the Security Rule.

3.
Prohibition on Unauthorized Use or Disclosure of PHI:  Business Associate shall not use or disclose any PHI received from or on behalf of Covered Entity except as permitted or required by the Agreement or this Addendum, as required by law, or as otherwise authorized in writing by Covered Entity.

4.
Use and Disclosure of Protected Health Information:  Except as described in Section 5, Business Associate may access, transmit, maintain, retain, modify, record, store, destroy or otherwise hold, use or disclose PHI only for the following purposes(s): 



a.
To enable Treatment, Payment, or Health Care Operations unless § 13.D., below, applies;  



b.
In response to a request from the Individual who is the subject of the disclosed PHI, or to that Individual’s Personal Representative; 



c.
Made to persons involved in that individual’s health care or payment for health care;  



d.
For notification for disaster relief purposes; 



e.
For national security or intelligence purposes; 



f.
As part of a Limited Data Set or, 



g.
To law enforcement officials or correctional institutions regarding inmates. 

5.
Use of PHI for Business Associate’s Operations:  Business Associate may use and/or disclose PHI it creates for, or receives from, Covered Entity to the extent necessary for Business Associate’s proper management and administration, or to carry out Business Associate’s legal responsibilities, only if: 

A.
The disclosure is required by law; or 

B.
Business Associate obtains reasonable assurances, evidenced by written contract, from any person or organization to which Business Associate shall disclose such PHI that such person or organization shall:  


i.
hold such PHI in confidence and use or further disclose it only for the purpose for which Business Associate disclosed it to the person or organization, or as required by law; and 


ii.
notify Business Associate, who shall in turn promptly notify Covered Entity, of any occurrence which the person or organization becomes aware of in which the confidentiality of such PHI was breached.

6.
Safeguarding of PHI:  Business Associate shall develop, implement, maintain, and use reasonable and appropriate administrative, technical, and physical safeguards to protect the confidentiality, integrity and availability of all PHI, in any form or media, created, received, maintained or transmitted on behalf of the Covered Entity.  Business Associate shall document and keep these security measures current.  Business Associate shall cooperate in good faith in response to any reasonable requests from Covered Entity to discuss, review, inspect, and/or audit Business Associate’s safeguards. 
7.
Subcontractors and Agents:
  If Business Associate provides any PHI which was received from, or created for, Covered Entity to a subcontractor or agent, then Business Associate shall require such subcontractor or agent to agree in writing to the same restrictions and conditions as are imposed on Business Associate by this Addendum.

8.
Compliance with Electronic Transactions and Code Set Standards:  If Business Associate conducts any Standard Transaction for, or on behalf, of Covered Entity, Business Associate shall comply, and shall require any subcontractor or agent conducting such Standard Transaction to comply, with each applicable requirement of Title 45, Part 162 of the Code of Federal Regulation.  Business Associate shall not enter into, or permit its subcontractors or agents to enter into, any Agreement in connection with the conduct of Standard Transactions for or on behalf of Covered Entity that: 


A.
Changes the definition, Health Information condition, or use of a Health Information element or segment in a Standard; 


B.
Adds any Health Information elements or segments to the maximum defined Health Information Set; 


C.
Uses any code or Health Information elements that are either marked “not used” in the Standard’s Implementation Specification(s) or are not in the Standard’s Implementation Specifications(s); or 


D.
Changes the meaning or intent of the Standard’s Implementations Specification(s). 

9.
Access to PHI:  At the direction of Covered Entity, Business Associate agrees to provide access to any PHI held by Business Associate, which Covered Entity has determined to be part of Covered Entity’s Designated Record Set, in the time and manner designated by Covered Entity.  This access will be provided to Covered Entity or, as directed by Covered Entity, to an Individual, in order to meet the requirements under the Privacy Rule.

10.
Reporting of an Incident/Breach, Unauthorized Disclosures or Misuse of PHI (occurrence):
  Business Associate shall report to Covered Entity including those occurrences reported to Business Associate by its subcontractors or agents, a discovery of breach or any use or disclosure of PHI which is not in compliance with the terms of this Addendum.  An occurrence of PHI shall be treated as “discovered” as of the first day on which such occurrence is known to the business associate, or, by exercising reasonable diligence would have been known to the business associate.


A.
The Business Associate shall provide notice to the Covered Entity of the occurrence.  The notice shall include the identification of each individual whose unsecured protected health information has been, or is reasonably believed by the Business Associate to have been accessed, acquired, or disclosed during such occurrence.
   


B.
Investigation of Occurrence.  Within one business day of the discovery, the Business Associate shall notify the Covered Entity’s Privacy Officer.  The Business Associate shall immediately conduct an investigation and report in writing within [insert an acceptable timeframe] the following information:
  


i.

Each individual who’s PHI has been or is reasonably believed to have been accessed, acquired, or disclose during the occurrence.


ii.
A brief description of what happened, including the date of the occurrence and the date of the discovery of the occurrence, if known.


iii.
A description of the types of protected health information that were involved in the occurrence (such as full name, social security number, date of birth, home address, account number, etc.).


iv.
A brief description of what the Business Associate is doing to investigate the occurrence, to mitigate losses and to protect against further occurrences.


v.
The actions the Business Associate has undertaken or will undertake to mitigate any harmful effect of the occurrence, and 


vi.
A corrective action plan that includes the steps the Business Associate has taken or shall take to prevent future similar occurrences. 

11.
Mitigating Effect of an Incident/Breach, Unauthorized Disclosures or Misuse of PHI.  Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a misuse or unauthorized disclosure of PHI by Business Associate in violation of the requirements of this Addendum.  The Business Associate shall reasonably cooperate with the Covered Entity's efforts to seek appropriate injunctive relief or otherwise prevent or curtail such threatened or actual breach, or to recover its PHI, including complying with a reasonable Corrective Action Plan.

12.
Tracking and Accounting of Disclosures:  So that Covered Entity may meet its accounting obligations under the Privacy Rule.  


A.
Disclosure Tracking.  For each disclosure of PHI that Business Associate makes to Covered Entity or to a third party that is not excepted under subsection (b) below, Business Associate will record (i) the disclosure date, (ii) the name and (if known) address of the person or entity to whom Business Associate made the disclosure, (iii) a brief description of the PHI disclosed, and (iv) a brief statement of the purpose of the disclosure.  For repetitive disclosures which Business Associate makes to the same person or entity, including the Covered Entity, for a single purpose, Business Associate may provide (i) the disclosure information for the first of these repetitive disclosures, (ii) the frequency, periodicity or number of these repetitive disclosures, and (iii) the date of the last of these repetitive disclosures.  Business Associate will make this log of disclosure information available to the Covered Entity within five (5) business days of the Covered Entity’s request. 


B.
Exceptions from Disclosure Tracking.  Business Associate need not record disclosure information or otherwise account for disclosures of PHI if: 


i.
The disclosures are permitted under this Addendum, or are expressly authorized by Covered Entity in another writing; and, 


ii.
The disclosures are for one of the following purposes: 



a.
Treatment, Payment, or Health Care Operations unless § 14.D., below, applies;  



b.
In response to a request from the Individual who is the subject of the disclosed PHI, or to that Individual’s Personal Representative; 



c.
Made to persons involved in that individual’s health care or payment for health care;  



d.
For notification for disaster relief purposes; 



e.
For national security or intelligence purposes; 



f.
As part of a Limited Data Set or, 



g.
To law enforcement officials or correctional institutions regarding inmates. 


C.
Disclosure Tracking Time Periods.  Business Associate must have available for Covered Entity the disclosure information required by this section for the six-year period preceding Covered Entity’s request for the disclosure information.

D.
Business Associate shall, upon request by the Covered Entity, provide an accounting of the disclosures of an individual’s PHI for any disclosure that meets all of the following conditions:


i.
The disclosure relates to treatment, payment or health care operations of the Covered Entity; and 


ii.
The disclosure was made through an Electronic Health Record.


E.
Business Associate only needs to provide information of such disclosures described in (D)(i) and (D)(ii), above, for the three years prior to the date on which the accounting is requested.  Business Associate shall provide all information necessary for Covered Entity to provide an accounting that includes all information required by DHHS by rule, once such rules are available.   


F.
Effective Date.
  Business Associate must begin making the accounting required under § 14(D) of this Agreement depending upon when Covered Entity acquires an Electronic Health Record.  If the Covered Entity had an Electronic Health Record as of January 1, 2009, § 14(D) of this Agreement will apply to PHI disclosures made by the Covered Entity on or after January 1, 2014.  If the Covered Entity does not have an Electronic Health Record as of January 1, 2009, § 14(D) of this Agreement will apply to PHI disclosures made by the Covered Entity after the later of:

i. January 1, 2011; or 


ii.
The date that the Covered Entity acquires an Electronic Health Record.

13.
Accounting to Covered Entity and to Government Agencies.  Business Associate shall make its internal practices, books, and records relating to the use and disclosure of PHI received from or on behalf of, or created for, Covered Entity available to Covered Entity, or at the request of Covered Entity or the Secretary of the Department of Health and Human Services (HHS), to the Secretary of the Department of Health and Human Services (HHS) or his/her designee, in a time and manner designated by Covered Entity or the Secretary or his/her designee, for the purpose of determining Covered Entity’s compliance with the Privacy Rule.  Business Associate shall promptly notify Covered Entity of communications with HHS regarding PHI provided by or created by Covered Entity and shall provide Covered Entity with copies of any information Business Associate has made available to HHS under this provision.

14.
Term and Termination:


A.
This Addendum shall take effect upon execution.  [DATE:  _________]

B.
In addition to the rights of the parties established by the underlying Agreement, if Covered Entity reasonably determines in good faith that Business Associate has materially breached any of its obligations under this Addendum, Covered Entity, in its sole discretion, shall have the right to: 


i.
exercise any of its rights to reports, access and inspection under this Addendum; and/or


ii.
Require Business Associate to submit to a plan of monitoring and reporting, as Covered Entity may determine necessary to maintain compliance with this Addendum; and/or


iii.
Provide Business Associate with a 60 day period to cure the breach; or


iv.
Terminate the Agreement immediately.


C.
Before exercising any of these options, Covered Entity shall provide written notice to Business Associate describing the violation and the action it intends to take.

15.
Return or Destruction of PHI:  Upon termination, cancellation, expiration, or other conclusion of the Agreement, Business Associate shall: 


A.
Return to Covered Entity or, if return is not feasible, destroy all PHI and all Health Information in whatever form or medium that Business Associate received from or created on behalf of Covered Entity.  This provision shall also apply to all PHI that is in the possession of subcontractors or agents of Business Associate.  In such case, Business Associate shall retain no copies of such information, including any compilations derived from and allowing identification of PHI.  Business Associate shall complete such return or destruction as promptly as possible, but not more than thirty (30) days after the effective date of the conclusion of this Agreement.  Within such thirty (30) day period, Business Associate shall certify on oath in writing to Covered Entity that such return or destruction has been completed. 


B.
If Business Associate destroys PHI, it shall be done with the use of technology or methodology that renders the PHI unusable, unreadable, or undecipherable to unauthorized individuals as specified by HHS in HHS guidance.  Acceptable methods for destroying PHI include: (i) paper, film, or other hard copy media shredded or destroyed in order that PHI cannot be read or reconstructed; and (ii) electronic media cleared, purged or destroyed consistent with the standards of the National Institute of Standards and Technology (NIST).  HHS specifically excluded redaction as a method of destruction of PHI, unless the information is properly redacted so as to be fully de-identified.


C.
If Business Associate believes that the return or destruction of PHI or Health Information is not feasible, Business Associate shall provide written notification of the conditions that make return or destruction infeasible.  Upon mutual agreement of the Parties that return or destruction is not feasible, Business Associate shall extend the protections of this Addendum to PHI and Health Information received from or created on behalf of Covered Entity, and limit further uses and disclosures of such PHI, for so long as Business Associate maintains the PHI.

IN WITNESS WHEREOF, each of the undersigned has caused this Addendum to be duly executed in its name and on its behalf.

COVERED ENTITY 




BUSINESS ASSOCIATE

By:  _______________________________

By:  ________________________________


Title:  ______________________________

Title:  ______________________________


Date:  ______________________________

Date:  ______________________________

�There are several possible formats for contracting with Business Associates (BA).  These include executing an addendum to an existing agreement, incorporating a BA Section into new agreements, or executing a stand-alone agreement with each BA, which would apply to any and all existing or future arrangements with such BA.  Each organization should evaluate these formats and adopt those, which it feels most closely fit its business needs.  This agreement is the Addendum format. 





�ARRA/HITECH Title XIII Section 13400; §164.402,


�45 CFR § 160.103.


�ARRA/HITECH Title XIII Section 13400(5)


�45 CFR 164.402


�Federal Register, April 27, 2009, Department of Health and Human Services, 45 CFR Parts 160 and 164


�The HHS model BA Agreement includes a number of definitions, which the HIPAA COW Contracting Workgroup concluded are not necessary.  For example, it is not necessary to define Covered Entity (CE) or BA because those terms are assigned to specific entities in the opening paragraph.  Additionally, the CE should already have performed the legal analysis for which those terms are relevant and sought BA contracts only from those it knows are its BAs.  Similarly, it is up to the CE to determine what constitutes the Designated Record Set (DRS); thus, the CE has the responsibility and authority to inform the BA if any PHI held by the BA needs to be made available, amended, etc., without the BA needing to understand or evaluate exactly what constitutes the DRS. 


�ARRA/HITECH Title XIII Subtitle D, Section 13402(b) clarifies that a business associate is an entity that, on behalf of a covered entity, "accesses, maintains, retains, modifies, records, stores, destroys, or otherwise holds, uses, or discloses...PHI"


�45 CFR 164.314(a)(2)(i)(B); ARRA/HITECH Title XIII Subtitle D, Section 13404(a)(b).  This provision should be deleted if the underlying Agreement does not permit the BA to subcontract its duties. 


� If BAA is with a Personal Health Record (PHR) vendor, ARRA/HITECH Title XIII Subtitle D, Section 13407 and 13408 states PHR vendors must  (1) notify each individual who is a citizen or resident of the United States whose unsecured PHR identifiable health information was acquired by an unauthorized person as a result of such a breach of security; and (2) notify the Federal Trade Commission. 


�ARRA/HITECH Title XIII Subtitle D, Section 13402(c)


�ARRA/HITECH Title XIII Subtitle D, Section 13402(b); 45 CFR 164.410; 45 CFR 164.504(e)(2)(ii)(C); 


45 CFR 164.314(a)(2)(i)(C) 


�45 CFR 164.404(c)


�ARRA/HITECH Title XIII Subtitle D, 13405(c)(4)  The effective date may be identified based on a discussion with the covered entity and business associate. 
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